3apeructpmpoBaHo B MuHtocte PP 19 ¢pespana 2010 r. N 16456

OEAEPANIbHAA CTYHKBA NO TEXHUWYECKOMY U SKCMOPTHOMY KOHTPOJ11O

NMPUKA3
ot 5 ¢peBpana 2010r. N 58

OB YTBEPXXJEHNU NOJTIOXKEHUA
O METOAAX U CNOCOBAX 3ALLUTbI NUHOOPMALIMN B UHOOPMALIMOHHbBIX
CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

B cooTBeTcTBUM C NyHKTOM 3 MonoxeHMA 06 obecneyeHnn 6e30MacHOCTN NEPCOHasIbHbIX AAaHHbIX
npu ux o06paboTke B MHOOPMALMOHHBIX CUCTEMAX MEPCOHA/IbHbIX AaHHbIX, YTBEPXKAEHHOro
MoctaHoBneHMem [MpaBuTenbctsa Poccuitickoit deaepaumm ot 17 Hosbpa 2007 r. N 781 (CobpaHue
3aKoHoaaTenbcTBa Poccuiickon depepauum, 2007, N 48, cT. 6001), nprKasbiBato:

YTBepauTb npwunaraemoe [losoXKeHMe o MeTogdax M cnocobax 3awmTtel WMHPopmaumm B
MHOOPMAUMNOHHBIX CUCTEMAX MEPCOHAJIbHbBIX AAHHbIX.

Oupektop deaepanbHOM cnybbl
Nno TeXHUYEeCKoMy

N 3KCNOPTHOMY KOHTPOHO
C.TPUTOPOB

MpunnoxkeHune
K Mpukasy ®CTIK Poccum
oT 5 peBpana 2010 r. N 58

NONOXEHUNE
O METOAAX U CNMNOCOBAX 3AWLUTbI UHOOPMALIMK B UHOOPMALIMOHHbIX
CUCTEMAX NMEPCOHA/IbHbIX AAHHbIX

I. Obuwme nonoxKeHus

1.1. Hacroswee MonoxkeHue paspaboTaHO B cooTBeTcTBUM C [losioKeHMem 06 obecneyeHun
6€30MacHOCTM NEePCOHA/bHBIX AaHHbIX NPU UX 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NePCOHasIbHbIX
OaHHbIX, yTBepKaeHHbIM MocTtaHoBneHnem MpasuTtenbctsa Poccuinckoit Pegepaumm ot 17 Hoabpa 2007
r. N 781 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon ®eaepaunn, 2007, N 48, cT. 6001), 1 ycTaHaBnMBaeT
MeToabl M Ccnocobbl  3awuTbl UHPOPMAULUKM, NpUMeHAemble Aans obecneyeHna 6Ge3onacHOCTU
NepCoHaNbHbIX AAHHbIX NPY X 06paboTKe B UHGOPMALMOHHbBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX (Aanee
- MHOOPMALMOHHbIE CUCTEMBI) TOCYAAPCTBEHHbIMM  OpPraHaMu, MYHUUMMNANbHbIMKM  OpraHamm,
IOPULMYECKUMMN UK GUSUYECKUMWN TULLAMW, OPTraHM3YIOWMMK U (MAK) OCyLLEeCcTBASIOWMMK 06paboTKy
NePCOHANbHbIX AAHHbIX, @ TaKXe ONpPeaensAlWwWnuMn Lean U coaeprkaHne obpaboTKM nepcoHasbHbIX
OaHHbIX (ganee - onepaTtop), UAM AWULOM, KOTOPOMY Ha OCHOBAHMM [0roBOpa onepatop nopy4yaer
06paboTKy NepcoHabHbIX AaHHbIX (4anee - yNnoJIHOMOYEHHOE /IMLLO).

B HactoAwem [lonoxeHUWM He paccmaTpmsaloTca Bonpocbl obecneveHna 6HesonacHoOCTH
NepCcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBAEHHOM MOPAAKE K CBEAEHWAM, COCTABAAKOLWMM
rOCyZ4apCTBEHHYIO TallHY, @ TaK)Ke BOMPOCbI MPUMEHEHUA KpunTorpaduyecknx MetonoB M cnocobos
3aWwmTbl MHPOPMaLMK.

1.2. K meTogam n cnocobam 3awmtbl tHGOpMaLum B MUHGOPMALMOHHbIX CUCTEMAX OTHOCATCA:

meToapl U cnocobbl 3awmTbl MHbOpMaLmMK, 06pabaTbiBaeMON TEXHUYECKMMU CPeacTBaMM
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MHPOPMALMOHHON CUCTEMBI, OT HECAHKLMOHMPOBAHHOIO, B TOM YWUCAe CAy4yailHOro, AocTyna K
NepcoHanbHbIM  [aHHbIM, pPe3y/NbTaTOM KOTOPOrO0 MOMET CTaTb YHUUTOXEHWE, W3MEHEHME,
610KMPOBAHWE, KOMUPOBAHWE, PaCNpPOCTPAHEHWE MEPCOHaNbHbIX AaHHbIX, @ TaKXe  WHbIX
HECaHKLUMOHMPOBaHHbIX AeicTBUIA (ganee - meToabl WM cnocobbl  3alUTbl  MHPOPMALMK  OT
HEeCaHKLUWOHNPOBAHHOIO A0CTyNa);

meToabl U cnocobbl 3aWmMTbl peyeBort MHPOPMALMK, a TaKKe MHPopmaumM, NpeacTtaBleHHON B
BMAE WHOOPMATMBHDLIX 3MEKTPUUECKUX CUTHANOB, PU3MYECKUX MOAEeN, OT HECAHKUMOHMPOBAHHOIO
JOCTyNa K NEepCoHaNbHbIM  AAaHHbIM, pPe3ynbTaTOM KOTOPOrO  MOXET CTaTb KOMUPOBaHMe,
pacnpocTpaHeHne NepcoHasbHbIX AaHHbIX, @ TaKXe WHbIX HEeCaHKLMOHMPOBaHHbIX AeWcTBUI (ganee -
MeToAbl U cnocobbl 3aLWMTbl MHPOPMALMK OT YTEYKM MO TEXHUYECKMM KaHanam).

1.3. Onsa BbibOpa M peanmsaumm MeToAoB M cnocoboB 3aWwmTbl UHGOPMaUUKN B MHPOPMALLMOHHOM
cucTeEME onepaTopom UAN YNONHOMOYEHHbBIM IMLLOM MOXET Ha3HauyaTbCA CTPYKTYPHOE noapasaeneHue
WUAN JOMKHOCTHOE Anuo (paboTHMK), OTBETCTBEHHbIE 3a obecneyeHne 6e30MacCHOCTM MepPCOHaNbHbIX
OaHHbIX.

[na Bblbopa M peanusaumMm mMeToAoB M CMOCO60B 3aWmTbl MHGOPMAUUKN B MHPOPMALLMOHHOM
CUCTEME MOXKET NPUBAEKATbCA OpraHM3aums, nmetow,an oGOPM/IEHHYIO B YCTAHOBAEHHOM NOPsAKe
JIMLLEH3UIO HA OCYWECTB/eHMe [AeATeNbHOCTM MO TEeXHWYECKOW 3awuTe KoHdpuaeHUManbHoOM
nHpopmaymu.

1.4. Bbibop n peanusauma metonoB M cnocobos 3awmtbl MHPoOpmauMm B MHPOPMALMOHHOM
cUCTEME OCYLLECTBAAIOTCA Ha OCHOBE OmnpeaenfaembiX onepaTtopom (ynosHOMOYEHHbIM /IMLOM) Yyrpo3
6€30MacHOCTM NepcoHasbHbIX AaHHbIX (MoAenun yrpos) n B 3aBUCMMOCTM OT Klacca MHPOPMALLMOHHOM
CUCTEMBI, ONpeaeseHHOro B COOTBETCTBUM C MopaLKoM NpoBeaeHMA KnaccudmKaumm MHGOPMaLMOHHbIX
CUCTEM MNEPCOHANbHbIX AaHHbIX, YyTBEpPKAEeHHbIM [Mpukazom PCTIK Poccun, PCb Poccum u
MuHuHpopmceeasn Poccun ot 13 despana 2008 r. N 55/86/20 (3apeructpuposaH MuHioctom Poccun 3
anpens 2008 r., perucTpauMoHHbiii N 11462).

Mogenb yrpo3 paspabaTbiBaeTcs Ha OCHOBE METOAMYECKUX [OKYMEHTOB, YTBEPMKAEHHbLIX B
COOTBETCTBUM € NyHKTOM 2 MMocTaHoBneHus MpaBuTenbcTBa Poccuitickot Peaepaumnm ot 17 Hoabps 2007
r. N 781.

1.5. BbibpaHHble 1 peanM3oBaHHble MeTOAbl M cNocobbl 3aLmTbl UHGOPMALUM B MHPOPMALMOHHON
cucTeme AOJIKHbI 06ecneymBaTb HEMTPaANU3ALMIO Npeanoaaraemblx yrpo3 6€30nacHOCTU NepPCOHasbHbIX
OaHHbIX Npu uMx obpaboTke B MHOOPMALMOHHbLIX CUCTEMAX B COCTAaBe CO34aBAEMOM onepaTopom
(YnONHOMOYEHHbIM INLLOM) CUCTEMbI 3aLLUMUTbLI NEPCOHAJIbHBIX AAHHbIX.

II. MeToabl 1 cnocobbl 3aLLMTbl MHPOpMaL MK
OT HECAHKLMOHNPOBAHHOIO A0CTyNa

2.1. MeTtogamm KM cnocobamu 3awmTbl MHOOPMALMM OT HECAHKLMOHWPOBAHHOIMO A0CTyna
ABNAIOTCA:

peanusaumn paspeLmTesnibHOM CUCTEMbI AOMYCKa No/b3oBaTenen (06CnyKMnBatoLWEero nepcoHana) K
NHPOPMaLMOHHbIM pecypcam, MHGOPMaLMOHHOM CUCTEME M CBA3AHHBIM C ee NCNO/Ib30BaHMeM paboTam,
AOKYMeHTaMm;

OrpaHWYeHMe AOCTyna Mosib30BaTefie B NMOMELLEHUSA, TAEe Pa3MeLLEHbl TEXHUYECKMUE CPeacTBa,
NO3BO/IAIOWME OCYLLECTBAATb 06pPabOTKY MNEepPCOHANbHbIX JAaHHbIX, @ TaKKe XpPaHATCA HocuTenu
nHbopmauuuy;

pasrpaHMYyeHne AoCTyna nosb3oBaTesiel u 06CNyKMBAIOLWLEro nepcoHana K MHGOPMALLMOHHLIM
pecypcam, NPorpaMmmHbIM cpeacTBam 06paboTku (nepesayumn) u 3aWwmTol MHGOPMALUW;

peructpaumsa  AencTBuMid  nosib3oBaTenell M 0BCAYKMBAOLWEro  MNepcoHana,  KOHTPOJb
HECaHKLMOHMPOBAHHOrO JOCTyna W [JenCcTBMI Nosib30BaTenei, O6CAYKMBAIOWEro MepcoHana wu
NOCTOPOHHUX /INLL;

YYeT U XpaHeHMe CbeMHbIX HocuTenel nHbopmaumm 1 nx obpalleHne, UCKAOUaoLWEE XULLEHKE,
NOAMEHY N YHUUTOXKEHME;

pe3epBMUpoBaHME TEXHUUYECKUX CPeacTB, Ay6aMpoBaHMe MaccMBOB U HocuTenen nHdopmaunm;

MCMNONb30BaHNE CPeacTB 3alWuTbl MHOOPMAaUMM, NPOLIEAWNX B YCTAaHOBAEHHOM MopagKe
npoueaypy OLUEHKM COOTBETCTBUSA;
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MCNONb30BaHMeE 3alMLLEHHbIX KAHaN0B CBA3W;
pasmelLleHME TEXHUYECKUX CPeacTB, MO3BOAAKLWMX OCYLLECTBAATL 06paboTKy nepcoHanbHbIX
OaHHbIX, B Npeaenax oXxpaHAemol TeppuTopuu;

opraHmsauma ¢u3MYeckoM 3almTbl MOMELWEHUA W COBCTBEHHO TEeXHUYECKUX CpPeacTs,
NMO3BONAOLLMX OCYLLECTBAATL 06PabOTKY NePCOHANbHbIX AAHHbIX;

npeaoTBpaleHne BHeApeHUs B MHGOPMALMOHHbIE CUCTEMbI BPEAOHOCHbIX MPOrpamm (Mporpamm-
BMPYCOB) M NPOrPaMMHbIX 3aKNaL40K.

2.2. B cucteme 3almTbl NEPCOHA/bHbLIX AAHHbIX MHGOPMALMOHHOW CUCTEMBI B 3aBUCMMOCTU OT
Knacca MHGOPMaLMOHHOM CUCTEMBI U UCXOAA M3 yrpo3 6e30NacHOCTU NepPCOHANbHbIX AaHHbIX, CTPYKTYpPbI
MHOOPMAUMOHHOM CUCTEMDI, HANUYMA MEXKCETEBOTNO B3aMMOAEWNCTBUA U  pPEXMMOB 06paboTKu
NMepcoHanbHbIX AaHHbIX C WCNO/Jb30BAaHMEM COOTBETCTBYIOWMX METOAOB WM CnocoboB  3almThl
MHGOPMALUMM OT HECAHKUMOHMPOBAHHOIO A0CTyNa peanusytoTca GyHKUMM ynpaB/ieHuMA OOCTYMNOM,
pernctpaumnun m yyeta, obecneyeHuns LeNOCTHOCTM, aHaNM3a 3alLMLEeHHOCTH, obecneyeHuna 6e3onacHoro
MEKCETEBOr0 B3aMMOENCTBMA M 0OHaPYKEHUA BTOPKEHWNN.

MeToabl U cnocobbl 3aWMTbl UHGOPMALIMKN OT HECAHKLIMOHMPOBAHHOTO A0CTYNa, obecneuynsatowme
dYHKUMKM  ynpaBneHus AOCTynom, pernctpaumm u ydeta, obecneyeHus UENOCTHOCTWU, aHanu3a
3aWmueHHocTH, obecneyeHns 6e30MacHOro MeXKCeTeBOro B3aMMOAENCTBMA B 3aBMCMMOCTU OT Kacca
MHOOPMALMOHHOW CUCTEMBI ONpeaenArTca onepatopom (YNoNHOMOUYEHHbIM INLOM) B COOTBETCTBUM C
NPUNOXKEHNEM K HacToalemy MNonoxkeHuo.

2.3. B UWHOOPMAUMOHHBLIX CUCTEMAX, MWMELWMUX NOAKAIOYEHUE K  UHOOPMALUMOHHO-
TEIEKOMMYHMKALMOHHbIM CETAM MeXKAYyHapoaHOro MHGopmaumoHHoro obmeHa (ceTam cBA3M obLuero
No/ib30BaHUA), AN NpPU GYHKLMOHMPOBAHUM KOTOPbIX MNPEAYCMOTPEHO MCMO/b30BaHME CbEMHbIX
HocuTenen MHGOPMaLLMK, UCMOb3YIOTCA CPEeACTBA AaHTUBUPYCHOM 3aLMTbI.

2.4. Mpun B3aMMOLENCTBUM MHGOPMALMNOHHbBIX cmucTem c MHGOPMALMOHHO-
TEIEKOMMYHMKAUMOHHbIMU CETAMU MENKAYHapoAHOro MHGOpPMaLMOHHOTO obmeHa (ceTamu cBA3U
o6lLero nonb3oBaHWA) Hapsay C MeTodamu M cnocobamu, yKkasaHHbIMM B MyHKTe 2.1 HacToAwero
MonoxeHns, OCHOBHbIMW MEeTOAaMM U Cnocobamm 3awmnTbl MHGOPMALUM OT HECAHKLMOHMPOBAHHOIO
[0CTyna ABAATCA:

MeXKCeTeBOE 3KPAHMPOBAHME C Le/blo YNpaBieHMa A0CTynom, GUAbTPaLUKM CETEBbLIX MAKeTOB U
TPAHCAALMM CETEBbIX a4 PECOB A8 CKPbITUA CTPYKTYPbl MHPOPMALIMOHHON CUCTEMDI;

obHapyKeHue BTOPXKEHUN B WHOOPMAUMOHHYIO CUCTEMY, HapyllaloWwMx WAM CcOo34aloWmxX
NpeanocbiIKM K HapyWeHWIO YCTAaHOBJIEHHbIX TpeboBaHUI no obecneyeHnto 6He3onacHoOCTU
NnepcoHanbHbIX AaHHbIX;

aHanM3  3aWMLEHHOCTM  MHPOPMALMOHHbBIX  CUCTEM, NpeanonaraloWmn  nNpUMeHeHUe
Cneunanmn3npoBaHHbIX NPOrpamMmHbIX CPeacTB (CKaHepoB 6e30MacHOCTH);

3awmTa MHGopMaLUumM Npu ee nepesaye No KaHanam CBA3Y;

MUCNONb30BaHME CMapT-KapT, 3/1IeKTPOHHbIX 3aMKOB M APYrMx HocuTener WHbopmauumn ans
HageXHon naeHTMPUKaumMm n ayTeHTMdMKauumM nosb3oBaTenen;

MCNONb30BaHME CPEACTB aHTUBUPYCHOM 3aLUUThI;

LeHTpaAn30BaHHOE YyMpaB/eHMe CUCTEMOM 3allUTbl NEepPCOHasbHbIX AAHHbIX MHPOPMALIMOHHOM
CUCTEMBI.

2.5. MNoakntoyeHne WHOOPMAUMOHHBIX  cUCTeM, 06pabaTbiBalOWMX  FOCYyAapPCTBEHHbIE
MHOOPMALUMNOHHbIE pecypcbl, K MHPOPMALMOHHO-TEIEKOMMYHUKALMOHHBbIM CETAM MEXKAYHAPOAHOro
MHOpMaAUMOHHOrO obMeHa ocyLLecTBAseTcs B COOTBETCTBMM C YKasom [pesmaeHta Poccuiickoit
depepaunn ot 17 mapta 2008 r. N 351 "O mepax no obecneyeHuo MHPOPMaLMOHHOMN Be30MacHOCTH
Poccuitickolt  depepaumm npuv UCNOb30BAHUKM  UHOOPMALMOHHO-TENNIEKOMMYHMKALMOHHbIX ceTei
MeXayHapoaHoro nHbopmauuoHHoro obmeHa" (CobpaHue 3akoHoaaTenbcTBa Poccuiickoit deaepaunm,
2008, N 12, cT. 1110; N 43, cT. 4919).

2.6. [Ona obecneyeHna 6e30MacHOCTM MNEPCOHANbHbIX  AaHHbIX MNPU  MNOAK/OYEHUU
MHOOPMALMOHHBIX CUCTEM K MHPOPMALMOHHO-TEIEKOMMYHUKALMOHHBIM CETAM MEXKAYHapOoAHOro
MHbOpPMaLMOHHOrO obmeHa (ceTam cBA3M 06LLEero Noab3oBaHMA) C Leblo NoayvyeHma obLleaoCTynHoM
nHpopmauum NOMMMO METOAO0B U CNOCOOOB, YKa3zaHHbIX B NyHKTax 2.1 un 2.4 HactoAwero MonoxKeHus,
NPUMEHSAIOTCA  Cleaylolnme  OCHOBHble  MeTodbl W cnocobbl  3awuTbl  UMHPOpMAUUKM  OT
HeCaHKLUMOHMPOBAHHOrO A0CTyna:
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dunbTpauusa Bxoaswmx (McxodsWMX) CEeTeBbIX NaKeTOB MO NpasBuiam, 3aJlaHHbIM OMepaTopom
(ynonHoMOYEHHbIM NLLOM);

nepuoagmMyecknini  aHannM3 6e30MacHOCTU YCTAHOBAEHHbIX MEXCEeTEBbIX 3KPAHOB Ha OCHOBE
UMUTaLMM BHELLHUX aTaK Ha MHPOPMALMOHHbIE CUCTEMbI;

AKTUBHbIN ayauT 6€30NacHOCTU MHPOPMALLMOHHOM CUCTEMBI HA MpeaMeT OOHAPYKEHUA B peXXnume
peasibHOro BpeMeHU HeCaHKLLMOHMPOBAHHOM CETEBON aKTUBHOCTMU;

aHaNM3 NPUHMMAEMON MO MHOOPMALMOHHO-TENNEKOMMYHUKALMOHHbBIM CETAM MEXKAYHAPOLHOro
nHbOpMaLMOHHOro obmeHa (ceTam cBs3M 06LLEero Nob3oBaHUA) MHPOPMaLMK, B TOM YUCAE HA Hanndme
KOMMNbIOTEPHbLIX BUPYCOB.

Ona peannsaumm yKasaHHbIX MeTOAOB M cnocoboB 3awmTbl MHPOPMALMK MOTYT MPUMEHATLCA
MEKCETEBbIE 3KpaHbl, CUCTEeMbl OOHapy)KeHMA BTOPXKEHWM, CpPeacTBa aHa/M3a 3aWMLLEHHOCTH,
CNeunanmn3npoBaHHbIE KOMMIEKChI 3aLMUTbI M aHa/1M3a 3aWMLLEHHOCTM MHOOPMaLUN.

2.7. Ona obecneyeHna 6e30MNacHOCTU MEPCOHaAsIbHbIX AAHHbIX NPUM yAaneHHOM JocTyne K
MHOOPMALMOHHOW cucTeme Yepes MHPOPMALMOHHO-TEIEKOMMYHMKALMOHHYIO CeTb MEXKAYHapOoAHOro
nHbopmaumoHHoro obmeHa (ceTb cBs3M 06LWEro NONb30BaHMA) NOMMMO METOAO0B M cnocobos,
YKa3aHHbIX B NyHKTax 2.1 un 2.4 Hactosawero MNonoxKeHns, NPpUMEHSIOTCA Caeaytowme OCHOBHbIE METOAbI
M cnocobbl 3aLNUTbl UHGOPMALIMKN OT HECAHKLIMOHNMPOBAHHOIO A0CTYNa:

npoBepKa NoA/IMHHOCTU OTnpaBuTens (yaaneHHoro nonb3oBaTens) U LLENIOCTHOCTU NepeaBaemblx
no WHOOPMaLNOHHO-TENEKOMMYHUKALMOHHON CETU MENKAYHApOoAHOro WMHPOPMaLMOHHOTO obmeHa
(ceTn cBA3M 0bLWEro NoNb30BaHNS) AAHHbIX;

yrnpaB/iieHMe SOCTYNOM K 3aliULLLaeMbIM NEPCOHANbHbIM AaHHbIM MHPOPMALMOHHON ceTw;

MCMoJib30BaHWe aTpnbyToB 6e30nacHoOCTU.

2.8. [lna obecneyeHna 6e30MacHOCTU NEPCOHAJIbHBIX AaHHbIX MPU MEXKCETEBOM B3aUMOAENCTBUU
OTAENbHbIX WMHPOPMALMOHHBIX CUCTEM Yepe3 MHPOPMALMOHHO-TENEKOMMYHUKALMOHHYO  CeTb
MeXAyHapoaHOro MHGoOPMaUnoHHOro obmeHa (ceTb cBA3M 06LWEro No/ib30BaHUA) MOMUMO METOA0B U
CNocob0B, yKazaHHbIX B NyHKTax 2.1 1 2.4 HacToAwero NonoxeHns, NPUMEHAIOTCA cieaytolme OCHOBHble
MeToZbl 1 cnocobbl 3aLWmTbl MHPOPMALMM OT HECAHKLMOHMPOBAHHOIO 40CTYNa:

co3/4aHuMe KaHana cBA3n, obecneynsatoLero 3awuTy nepegasaemoi HGopmauum;

OCyLLEeCTB/IEHME ayTEHTUDMKALUN B3aMMOLENCTBYIOWMX MHPOPMALMOHHbBIX CUCTEM M NPOBEpPKA
NoA/IMHHOCTU NOJ/Ib30BaTeNEN M LIe/IOCTHOCTU NepesaBaemblX AaHHbIX.

2.9. Ons obecneyeHunsa 6e30MacCHOCTM NEPCOHA/bHbIX AAaHHbIX NPU MEXCETEBOM B3aMMOAENCTBUK
OTAEeNbHbIX  MHOOPMALMOHHbLIX  CUCTEM  pPasHbIX  OMEepaTopoB  4epe3s  UHPOPMALMOHHO-
TENIEKOMMYHUKAUMOHHYIO CeTb MEXAYyHapoAHOro MHPopmauMoHHOro obmeHa (ceTb cBA3M obuiero
Nno/sib30BaHMA) MOMMUMO METOA0B M CNOCOBOB, YKa3aHHbIX B NyHKTax 2.1 n 2.4 Hactosawero MNonoxeHus,
NPUMEHSAIOTCA  Cleaylolinme  OCHOBHble  MeTodbl WM crnocobbl  3awuTbl MHPopmaumm  OT
HeCaHKUMOHMPOBAHHOrO A0CTyna:

co34aHuMe KaHana cBsA3n, obecneunsatoLlero 3awmTy nepegasaemoi MHGopmauum;

ayTeHTUdUKauma B3aMMOAENCTBYIOWMX WMHOOPMALMOHHBIX CUCTEM W MPOBEpPKa NOAIMHHOCTM
nosib3oBaTenen 1 LeNOCTHOCTU NepeaaBaemblX AaHHbIX;

obecneyeHne npeAoTBPALLEHNA BO3MOXKHOCTM OTPULAHUA MONb30oBaTesieM ¢aKTa OTNpPaBKU
nepcoHanbHbIX AaHHbIX A4PYroMy NOAb30BaTeNIO;

obecneyeHne npeaoTBPALLEHMA BO3MOMKHOCTM OTPULLAHMA MoJsib3oBaTesiem ¢aKTa nonyyeHus
nepcoHanbHbIX AaHHbIX OT 4PYroro Noab3oBaTens.

2.10. ObmeH nepcoHasbHbIMU AaHHbIMU MNpPU UX 06paboTKe B MHOOPMALMOHHBIX CUCTEMAX
OCYLLEeCTBAAETCA MO KaHanam CBA3W, 3almTa KOTOpbIX obecneymBaeTcs nyTem peanvsauum
COOTBETCTBYHOLLMX OPraHU3aLMOHHbIX Mep U (MAK) NPUMEHEHMA TEXHUYECKUX CPEeaCTB.

2.11. MoaxntoyeHne NMHPOPMALLMOHHOM CUCTEMbI K MHOOPMALMOHHOW CUCTEME APYroro Kiacca uau
K MHOOPMALMOHHO-TEIEKOMMYHUKALMOHHON CETU MeXAYyHapoaHoro MHpopmaumoHHoro obmeHa (cetu
CBA3K 06LLEero no/ib30BaHUA) OCYLLECTBAAETCA C UCMO/Ib30BAHNEM MEKCETEBbIX IKPAHOB.

2.12. MporpammHoe obecneyeHMe cpeacT8 3aWuUTbl  WHOOPMALUKM, MPUMEHAEMbIX B
MHOOPMALUMOHHBLIX cucTtemax 1 Knacca, MNPOXOAUT KOHTPOJIb OTCYTCTBUA HeAeKNapUpOBaHHbIX
BO3MOXHOCTEN.

HeobxoaMmocTb npoBedeHUA KOHTPOJIA OTCYTCTBMA HEeAeKNapUPOBaHHbIX BO3MOMKHOCTEN
nporpammHoro obecneyeHus cpeacTB 3aWmUTbl MHOOPMALMU, MPUMEHSEMbIX B UHOOPMALUOHHbIX



cuctemax 2 1 3 Knaccos, onpeaenaeTcs onepaTtopom (YNnosHOMOUYEHHbIM ANLOM).

2.13. B 3aBucMmocTM OT ocobeHHocTen 06paboTKM MNepcoHasbHbIX AaHHbIX W CTPYKTYpbI
MHPOPMALMOHHBIX CUCTEM MOTYT pa3pabaTbiBaTbCA M MPUMEHATLCA APYrMe MeToAbl 3alumTbl
nHPopmauum OT HeCaHKUMOHUPOBAHHOIO AocTyna, obecneyMBalolme HeUTpanmsaumio yrpos
6€30MacHOCTN NePCOHANbHbIX AaHHbIX.

[ll. MeTogbl M cnocobbl 3aWwnTbl HGOPMALLUK
OT YTEYKM NO TEXHUYECKMM KaHanam

3.1. 3awmTa peyeson MHbopmaunm U nHGopmauum, npeactaBieHHON B BUAE MHOOPMATUBHbBIX
SNEKTPUYECKMX CUTHANOB U PUINYECKUX MONEN, OCYLLECTBAAETCA B CNyYasX, KOr4a npu onpeaeneHnun
yrpo3 6e30nacHOCTU MepPCOHaNbHbIX AAHHbIX U GOPMMPOBAHUM MOLENUN YrPO3 NPUMEHMUTENIbHO K
MHOOPMALMOHHON cUCTEME ABAAIOTCA  aKTyaslbHbIMM  Yrpo3bl YTEUKM aKYCTUYECKOM peyeBoi
MHbOPMALMK, YrPO3bl YTEYKM BUAOBON MHOOPMAUMM W Yrpo3bl yTeUKM MHGOPMaLMM MO KaHanam
NOBOYHbIX 3NEKTPOMArHUTHbLIX W3/YYEHUIA UM HABOLOK, OMpefefieHHble Ha OCHOBE METOAMYECKMX
OOKYMEHTOB, YTBEPXKAEHHbIX B COOTBETCTBUM C NyHKTOM 2 MocTaHoBneHuMA MNpaButenbctea Poccuitckoi
depepaunn ot 17 Hosbpa 2007 r. N 781.

3.2. AnA VCKNIOYEHMA YTEYKM MEPCOHA/NbHbIX AAHHbIX 33 cYeT MOBOYHbIX 3EKTPOMArHUTHbIX
U3/1ly4eHU U HAaBOLOK B MHPOPMALMOHHBIX cMcTeMax 1 Kaacca MOryT MPUMEHATLCA ceaytolwmne MeToapbl
1 cnocobbl 3aLWMTbl UHPOPMALUN:

MCNONb30BaHME TEXHUYECKUX CPEACTB B 3aLLULLEHHOM UCNONHEHNN;

MCNONb30BaHME CpeacTB 3awmMTbl WMHOOPMALMKM, NPOLWEALNX B YCTAHOBAEHHOM NoOpsAaKe
npoueaypy OLEHKN COOTBETCTBUA;

pasmelLeHMe 06bEKTOB 3aLLMTbl B COOTBETCTBMM C NPeAnNCaHMEM Ha SKCMNIyaTaLuio;

pasmelLleHMe MOHMKAOWMX TPAaHCHOPMATOPHbIX MNOACTAHUMIA 3SNEKTPONUTAHMA U KOHTYPOB
3a3eMNEHUNS TEXHUYECKUX CPeaCTB B Npeaeiax OXpaHAeMoi Tepputopuu;

obecneyeHne pasBA3KU Lenel 3NeKTPONUTAHUSA TEXHUUYECKUX CPeACTB C MOMOLLBI 3aLUUTHbIX
dUNbTPOB, BNOKMpPYIOWMX (MOAABASAOWMNX) NHPOPMATUBHDIN CUrHa;

obecneyeHne 3NEKTPOMArHUTHOW pPa3BA3KU MeXAY JMHUAMM CBASUM U APYTUMKU  Lensamu
BCMOMOTATE/IbHbIX TEXHUYECKUX CPEACTB U CUCTEM, BbIXOAALLMMM 33 NPeae bl OXPaHAEMON TEpPUTOPUM,
N MHPOPMALLMOHHBIMU LLeNAMMU, MO KOTOPbIM LMPKYAMPYET 3almiLaemasn nHpopmaums.

3.3. B uHpopMaUMOHHBIX cucTeMaXx 2 Knacca ans 06paboTku MHopMaL MM UCNOb3YIOTCS CpeacTBa
BbIYMCAUTENBHOW  TEXHWKM, YyAOBAETBOpAlOWME TPeboBaHMAM HAUMOHANbHBIX CTAaHAAPTOB MO
3NEeKTPOMArHUTHOM COBMECTUMOCTU, MO 6€30MaCHOCTM M 3PrOHOMMUYECKMM TPebOBaHUAM K CpeacTBam
oTObparkeHns MHOOPMaUMK, MO CaHUTAPHbIM HOPMaM, MPeabABAAEMbIM K BUAEOAMCNAENHbIM
TEPMMUHANAM CPEACTB BbIUMCNTENBHON TEXHUKMN.

3.4. NMpu NnpUMeHEHUN B MHGOPMALMOHHbIX cucTemMax GYHKLMM roI0COBOro BBOAA NEPCOHAbHbIX
OaHHbIX B MHOOPMALMOHHYIO cUCTEMY MAWU GYHKLMM BOCMpOM3BeaeHNs MHOOPMALMM aKyCTUYECKMMM
CpeacTBaMM MHPOPMALMOHHBIX CUCTEM AN MHGOPMALMOHHOMN cMcTeMbl 1 Knacca peanmsyoTcs MeToapl
1 cnocobbl 3aLMTbl aKYCTUYECKOM (peyeBon) MHPopMaLUN.

MeToap! M cnocobbl 3aLWUTbl aKyCTUYECKOM (peyeBoi) MHGOPMALIMM 3aKOYatoTCA B peannsaumm
OPraHM3aLMOHHbBIX U TEXHUYECKUX Mep AN1A 0becneyeHmna 3ByKOU3O0AALUN OrpaxKaatomx KOHCTPYKUMIA
NOMELLEHUN, B KOTOPbIX PacrnofioeHa WHPOPMALMOHHAA CUCTEMA, MUX CUCTEM BEHTUAALUKU U
KOHAWUMOHUPOBAHUSA, HE NMO3BONAIOWEN BECTU NPOCAYLIMBAHNE aKyCTMYECKON (peyeBoi) MHbopmaLmm
Npyv ron0COBOM BBOAE NEPCOHA/NbHbIX AAHHbIX B MHOOPMALMOHHOM CUCTEME UM BOCMPOU3BEAEHUM
MHPOPMALUKN aKYCTUYECKMMU CPeaCcTBaMU.

BennumHa 3ByKOU30NALMM ONPEeSENAeTca OnepaTopomM UCXOAA U3 XapaKTEPUCTUK NOMELLEHUSA, ero
pacnonoXeHus n ocobeHHocTen 06paboTKM NepPCoHaNbHbIX AAaHHbIX B MHPOPMALMOHHON cucteme.

3.5. Pa3smelieHue yCTPOMCTB BbiBOAA MHGOPMALMU CPEACTB  BbIYUCAUTENBHON TEXHUKM,
MHPOPMALMOHHO-BbIYNCAUTENBHBIX KOMMAEKCOB, TEXHUYECKMX cpeacTB 06paboTkm rpaduyeckon,
BUAEO- U OYKBEHHO-UMPPOBON MHPOPMALUM, BXOAALWMX B COCTaB MHPOPMALMOHHOM CUCTEMbI, B
NOMeLLEHUNAX, B KOTOPbIX OHM YCTaHOB/IEHbI, OCYLLECTBAAETCA TaKMM 0bpasom, 4Tobbl bblia UCKAOYEHA
BO3MOXHOCTb MPOCMOTPaA NOCTOPOHHUMM ANLAMM TEKCTOBOM U rpaduyeckoin BMA0BOM MHPOpPMaLUK,
cogeprKallen nepcoHasbHble JaHHble.
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MpunnoxkeHue

K MonoxeHuto

0 MeToax u cnocobax 3amTbl
nHpopmauum B UHGOPMaALIMOHHbIX
cMcTeMax NepcoHasbHbIX AAaHHbIX

METO/Abl N CNOCOBbI 3ALLNTBI UHOOPMALIUA
OT HECAHKLUMOHMPOBAHHOIO AOCTYMA B 3ABUCUMOCTU OT KNACCA
NHOOPMALMOHHOW CUCTEMDbI

1. Metoapl M cnocobbl 3alWWTbl UMHOOPMALMM OT HeCaHKLUMOHMPOBAHHOrO AocTyna Ans
obecneyeHna 6e30MacHOCTM NEPCOHasNbHbIX AAHHbIX B MHPOPMALMOHHBIX cucTemMax 4 Knacca U
LenecoobpasHoOCTb UX NPUMEHEHUA ONPEAeNAoTCA OnepaTopom (YNoHOMOUYEHHbBIM NLOM).

2. MeToapl M cnocobbl 3awWuMTbl WHPOPMALUMM OT HECaHKUMOHMPOBAHHOIO A0CTyna,
obecneunBaolme GyHKLMM yNpaBaeHUa 4OCTYNOM, pernctpaumm 1 yyeta, obecnedeHmns uenocTHOCTM U
6e30MacHOro MeKceTeBoro B3aMMoAencTeuna 41 MHPOPMaLLMOHHbIX CUCTEM 3 Knacca.

2.1. Ansa nHpopmauMOHHbIX cucTem 3 Kaacca NpuU 04HOMO/b30BATE/IbCKOM pPeXmnme 0bpaboTku
NepCoHaNbHbIX ZAaHHbIX NPUMEHSIOTCA CAeayloWwmne OCHOBHbIE METOAbI M CNOCOObI 3aLWUTbl MHGOPMaLMK:

a) ynpasaeHue A0CTyNom:

naeHTMdMKauMA 1 NpoBepKa NOAAMHHOCTU NO/b30BaTeNA MPU BXOAE B CUCTEMY MHPOPMALMOHHOM
CUCTEMbI MO Mapoto YCAOBHO-NOCTOSHHOIO AEWCTBUS AJIMHOW He mMeHee LecTu ByKBeHHO-LMGPOBbIX
CUMBO/IOB;

6) perucTpaums n yyer:

pervcTpaums Bxoda (Bbixoga) nosib3oBaTena B cuctemy (M3 cuctembl) MO0 pernctpauma 3arpysku
N MHULMANU3ALMM ONEPALIMOHHOM CUCTEMbI U ee MPOrpamMMHOro OcTaHoBa. Pernctpaumsa Bbixoga M3
CUCTEMbI MM OCTaHOBA He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKAOYEeHUA MHOGOPMaLMOHHOM
cuctembl. B napameTtpax pernctpaumu yKasblBaloTCA AdaTa M BpemAa Bxoda (BbixoAa) nosnb3osaTtens B
cuctemy (M3 cucTembl) UM 3arpy3kn (oCcTaHOBa) CUCTEMBI;

yyeT Bcex 3alluliaembiXx HocUTenel MHPOPMaLMU C MOMOLLbI0 MX MapPKMPOBKM U 3aHeceHue
YUYETHbIX AaHHbIX B }XypHan yyeTa;

B) obecneyeHme LeNOCTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpamMMHbIX CPeACTB CUCTEMbI 3alUTbl MEPCOHasbHbIX AaHHbIX,
obpabaTtbiBaeMoit MHPOPMALINK, a TaKXKe HEU3MEHHOCTb NPOrPaMMHO cpeapl. [pK 3TOM LLeNOCTHOCTb
NPOrpamMMmHbIX CPeACTB MPOBepAeTCA MPM 3arpyske CUCTeMbl MO HaAMUYNIO MMeH (MaeHTUdUKaTopos)
KOMMOHEHTOB CUCTEMbl 3aliUTbl MEepPCOHasibHbIX AaHHbIX, LEJOCTHOCTb MpPOrpamMmmHoOi  cpeabl
obecneynBaeTca OTCyTCTBMEM B MHGOPMALMOHHOM cucTeMe cpeacTB pa3paboTKu U OTNaAKM NPOrpamm;

duM3nyeckaa oxpaHa WHPOPMAUMOHHOM CUCTEMbI (TEXHUYECKUX CPeAcTB M HocuTenew
MHbOpPMaUuK), NpeaycMmaTpMBaloLLas KOHTPOAb AOCTyna B nomelweHua MHOOPMaLMOHHOW CUCTEMBI
NOCTOPOHHUX /UL, HannuMe HaAeXKHbIX NPEenATCTBUI ANA HECAaHKLUMOHMPOBAHHOIO NPOHUKHOBEHUA B
nomeLLeHns MHPOPMaLMOHHOW CUCTEMbI U XPaHUAULLE HOCUTeNel MHopMaLuu;

nepuoanyeckoe TecTupoBaHmne GyHKLUIA CUCTEMBbI 3aLLMTbI TEPCOHANbHbIX AaHHbIX MPU U3MEHEHUN
nporpaMmHoin cpedbl U nonb3osBatenein MHGOPMALMOHHOM CUCTEMbI C MOMOLLbID TECT-MPOrPamm,
UMUTUPYHIOLLIMX NOMbITKM HECAaHKLMOHMPOBAHHOMO A0CTYNa;

HanuMuMe  CPeACTB  BOCCTAHOBAEHMA  CUCTEMbl  3alUMTbl  MEPCOHaNbHbIX  AAHHbIX,
npeaycmaTpuBaloWmnx BegeHne ABYX KONMIA NporpammHbIX KOMMOHEHTOB CPeACTB 3allmTbl MHGopMaLmK,
nx nepuoauyeckoe obHoBAEHME N KOHTPOAb paboTocnocobHOCTU.

2.2. Ana HPOPMaLIMOHHBIX cMCTeM 3 Kaacca NPy MHOTOMO/b30BaTE/IbCKOM pexume 0b6paboTku
MepCcoHanbHbIX AaHHbLIX M PaBHbIX Mpasax AOCTyna K HUM MO/b30BaTeseit NPUMEHAIOTCA cieaylolme
OCHOBHble MeToAbl U CNocobbl 3aLnUTbl MHOpMaLMK:



a) ynpasaeHue AOCTYMNOM:

naeHTMOMKauMa W NpoBepKa MOAJMHHOCTM MO/Ab30BaTeNs nNpu BXOAe B CUCTEeMy Mo
naeHTudmKaTopy (Koay) M Naposto YCI0BHO-MOCTOAHHOIO AENCTBUA AJIMHON He MeHee WwecTu ByKBEHHO-
uMdpOBbIX CUMBOJIOB;

6) perucTpaums n yyer:

pervcTpaums Bxoda (Bbixoga) nosib3oBaTesia B cuctemy (M3 cuctemsl) MO0 perncTpaums 3arpysku
N UHUMLMANM3ALUN ONEPALMOHHON CUCTEMbI U ee MPOrPamMMHOro OCTaHoBa. Perncrtpaumsa Bbixoda w3
CUCTEMbBI MAN OCTAHOBA He MPOBOAWUTCA B MOMEHTbI annapaTypHOro OTKAOYEHUA WMHGOOPMALMOHHOM
cuctembl. B napameTtpax perncrpauuu yKasblBaloTca gaTta M Bpemsa BXxoaa (Bbixoaa) nosib3oBaTens B
cuctemy (M3 cMCTeMbl) MAK 3arpy3kn (ocTaHOBa) CMCTEMbI, pe3ynbTaT NOMbITKM Bxoda (ycnewHaa uau
HeycnewHas);

yyeT BCeX 3alMlLaemblXx HOCUTeNel MHPOPMALMKM C MOMOLLBIO UX MAPKMPOBKM U 3aHeceHWe
YYETHbIX AAHHbIX B XKYPHanN yyeTa;

B) obecneyeHne LENOCTHOCTU:

obecneyeHne LENOCTHOCTU MPOrPaMMHbBIX CPEACTB CUCTEMbI 3aWMTbl MEPCOHasbHbIX AAHHbIX,
obpabaTbiBaeMoi MHPOPMALMK, @ TaKKe HEM3MEHHOCTb NPOrPaMmMHOM cpeapl. MpK 3TOM LENOCTHOCTb
NPOrpaMMHbIX CPeACTB MPOBEPAETCA MPU 3arpyske CUCTEMbl MO HANMUYUIO UMeH (naeHTudMKaTopoB)
KOMMOHEHTOB CUCTEMbI 3aWMTbl MEPCOHANbHbLIX LAHHbIX, @ LEJOCTHOCTb MPOrpammMHoi cpeapl
obecneunBaeTca OTCYTCTBMEM B MHGOPMALMOHHON CUCTEME CPeaCcTB Pa3paboTKM M OTAALKM NPOrpamm
BO Bpems 06paboTkn 1 (Mnn) xpaHeHuMA 3almwaemoit Hbopmaunuy;

¢dun3nyeckaa oxpaHa MHGOOPMALMOHHOM cuUcTeMbl (YCTPOMCTB M HocuTenein uHdopmaumu),
npeaycMmaTpmBaloLLas KOHTPO/Ib A0CTyNa B NoMeLeHNA MHGOPMALLMOHHOM CUCTEMbI MOCTOPOHHUX NL,
Ha/iMuMe HaLEeKHbIX NPEnATCTBUA A1 HEeCaHKUMOHMPOBAHHOIO MPOHUKHOBEHUA B MOMELLEHUA
MHGOPMALMOHHOM CUCTEMbI U XPAHUAULLE HOCUTENEN MHPOPMaLLMK;

nepuoamyeckoe TectTupoBaHue GYHKLMIA CUCTEMbI 3aLLUTbI NEPCOHAJIbHbLIX AaHHbIX NPU U3MEHEHUU
NpPorpammHoi cpegpl M nonb3oBaTenen WMHGOPMALMOHHOM CUCTEMBI C MOMOLLBID TECT-MPOrpamm,
UMUTUPYHIOLLIMX NOMbITKM HECAHKLMOHMPOBAHHOTO 40CTYNa;

Ha/numMe  CpeacTB  BOCCTAHOB/IEHMA  CUCTEMbl  3aLUMUTHI NepcoHanbHbIX  AaHHbIX,
npeaycMmaTpmuBaloLLMX BeAeHME ABYX KONUI MPOrpPaMMHbIX KOMNOHEHTOB CPeACTB 3aLLMTbl MHOPMaLuKy,
nXx nepmoamnyeckoe obHOBEHME U KOHTPO/Ib paboTocnocobHoCTy.

2.3. Ona HPOPMALMOHHBIX cMCTeM 3 Kaacca NPy MHOTOMONb30BATE/IbCKOM peXxnume 06paboTkm
NepPCOHaNbHbIX AAHHbIX M Pa3HbIX NpaBax AOCTYMa K HUM Nosb30oBaTenell NPUMEHSIOTCA cleayowme
OCHOBHble MeToZbl M CNOCObbI 3aWmUTbl MHOPMaLMK:

a) ynpasneHue AOCTYMNOM:

naeHTMOMKaLMA M NpoBepPKa MNOAJMHHOCTM NO/b30BATENA NPU BXOLE B CUMCTEMY MO Maposto
YCNIOBHO-MNOCTOAHHOIO AeNCTBUA AJIMHHOM He MeHee LWecTh ByKBEHHO-LMOPOBbLIX CUMBOJIOB;

6) pernctpaumsa u yyer:

perucTpaums Bxoda (Bbixoga) Nosb3oBaTens B cMCTeMy (M3 cucTeMbl) MO0 pernctpaumsa 3arpysku
N MHULMANU3ALMM OMNEPALMOHHOM CUCTEMbI U €e MPOrpamMMHOro OCTaHoBa. Pernctpauma Bbixoga M3
CUCTEMbI MM OCTAaHOBA He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKAOYEeHUA MHOOPMALMOHHOM
cuctembl. B napameTtpax peructpaumu yKasbiBalOTCA AaTa M BpemA Bxoda (Bbixoza) nosb3oBaTens B
cuctemy (M3 CUCTEMbI) MM 3arpy3kKM (OCTAHOBA) CUCTEMbI, Pe3yabTaT NOMbITKM BXoAa (ycnewHas uam
HeycnewHas), nageHTMouKatop (Kog van damuauns) nonb3oBaTens, NPeabaB/eHHbIA MpPU NOMbITKE
[ocCTyna;

yyeT BCex 3alMliaembiXx HOocUTenel MHPOPMALMKM C MOMOLLBIO UX MAPKUMPOBKM U 3aHeceHue
YYETHbIX AAHHbIX B XXypPHan yyeTa c OTMeTKoM 06 ux Bblaaye (npueme);

B) obecneyeHue LLesI0CTHOCTH:

obecneyeHne LENOCTHOCTM MPOTrPaMMHbBIX CPEACTB CUCTEMbI 3aWMTbl MEPCOHANbHbLIX AAHHBIX,
obpabaTtbiBaeMol MHPOPMALIMK, @ TaKXKe HEM3MEHHOCTb NPOrPAaMMHON cpeapl. [pU 3TOM LLeNOCTHOCTb
NPOrpamMMHbIX CPEACTB MPOBEPAETCA NPWU 3arpy3Ke CUCTEMbI MO KOHTPOJIbHbIM CYMMaM KOMMOHEHTOB
CpeAcTB 3almTbl MHOOPMaLMK, A LLeJIOCTHOCTb NPOrpamMmMHON cpeabl obecneynBaeTcs UCNOb30BaHMEM
TPaAHCAATOPOB C SA3bIKOB BbICOKOrO YPOBHA W OTCYTCTBUEM CPeacTB moaudMKaLMM O6BEKTHOro Koaa
nporpamm B npouecce 06paboTkM U (MUNK) XpaHEHUSA 3aLMULLLaEMON MHPOPMaLIUW;

du3nyeckana oxpaHa MWHPOPMALMOHHON cucTeMbl (YCTPOMCTB W HocuTenen UHGopmauummn),



npeaycmaTpuBaloLWwas KOHTPOIb 4OCTYNa B NOMeLLeHNs MHOOPMALMOHHOM CUCTEMbI MOCTOPOHHUX SINLL,
HaMuMe HaAEeKHbIX NPEenATCTBUA ANA HECAaHKUMOHMPOBAHHOIO MPOHUKHOBEHWA B MOMELLEHMA
MHGOPMALMOHHOM CUCTEMbI U XPAHUAULLE HOCUTENEN MHPOPMaLMK;

nepuogmyeckoe TeCTMpoBaHme GyHKLUMIA CUCTEMBI 3aLLUTbI NEPCOHA/bHbIX AAaHHbIX NPU U3MEHEHUU
NpPOrpamMmMHON cpedpl M Nosb3oBaTenem WMHPOPMALMOHHOM CUCTEMBI C MOMOLLbIO TECT-MPOrpamm,
UMUTUPYIOLLMX MNONbITKM HECAHKLMOHNUPOBAHHOIO J0CTYNa;

Ha/inumMe  cpeacTs BOCCTAHOB/EHMUA CUCTEMBI 3aWmTbI NepPCoHanbHbIX  AaHHbIX,
npeaycMaTpmuBaloLLNX BEAEHNE ABYX KOMUA MPOrPaMMHbIX KOMMOHEHT CPeACTB 3aWwmnTbl HGOPMaLUUK,
nX nepuoanyeckoe o6HOBAEHME U KOHTPOJIb paboTocnocobHoCTH.

2.4. be3onacHoe MerKceTeBOe B3aumogencTene s MHGOPMALMOHHBIX CUCTEM 3 Kaacca Npu Ux
NOAKNIOYEHUN K CETAM MeXAYHapoAHOro MHGOPMaLMOHHOIO 06MeHa, a TaKKe ANA pacnpeneneHHbIX
MHPOPMALMOHHBIX CUCTEM 3 Kaacca NpU UX PasgeNeHun Ha NOACUCTEMbl LOCTUIAeTCA nyTem
NPUMEHEHMA CPEACTB MEXCETEBOIO 3KPAHMPOBAHNA (MEXKCETEBbIX SKPAHOB), KOTOPble 06ecneynBatoT:

bUNbTPaUMIo Ha CeTeBOM YPOBHE A/A KaXAoro CETeBOro MakeTa He3aBUCMMO (pelleHne o
dUNbTPaALMM NPUHMMAETCA Ha OCHOBE CETEBbIX afpPecoB OTMPABUTENA M MOAYyYaTENA UM HA OCHOBE
OPYTMX SKBUBANEHTHbIX aTPUOYTOB);

NAEHTUOMKALMIO N ayTeHTUDUKALMIO aMUHUCTPATOPA MEXKCETEBOrO 3KPaHa NPM ero A0KaAbHbIX
3anpocax Ha AocTyn No naeHTMdUKaTopy (Koay) M Naposto YyCA0BHO-NOCTOAHHOTO AEeNCTBUSA;

perucTpaumio Bxoaa (BbixoAa) afAMUHUCTPATOPA MEMKCETEBOIO 3KpaHa B CUCTEMY (M3 CUCTEMbI)
nmMbo 3arpyskn M MHUUMAAU3ALMM CUCTEMDBI M ee MPOrpamMmMHOro OCTaHOBa (perncrpaumsa Bbixoga M3
CUCTEMbI He MPOBOANTCA B MOMEHTbI annapaTypHOro OTKAOYEHUS MEKCETEBOIO 3KpaHa);

KOHTPO/1b Le/IOCTHOCTM CBOEM NPOrpamMmmHON U MHGOPMALLMOHHOM YacTu;

OUAbTPAUMIO NAKETOB CAYXKebHbIX NPOTOKONO0B, CAYXKALMX AN AMArHOCTUKM W yrnpaBieHuA
paboToit ceTeBbIX YCTPOMICTB;

BOCCTaHOB/IEHWE CBOMCTB MEXKCETEBOIO 3KpaHa nocie cboes U 0TKa30B 060pyA0BaAHUSA;

pernameHTHOe TecTMpOBaHME peanunsaumm npasua GUAbTPaUMKM, Npouecca MAeHTUOUKALUKN U
ayTeHTUOUKALMM  aAMUHUCTPATOPA MEMKCETEBOrO 3KpPaHa, Mnpouecca perncrpauum  Lencreui
aAMMHUCTPATOPA MEMKCETEBOrO 3KpaHa, npouecca KOHTPOAS 33 LEeNOCTHOCTbIO MNPOrpPammHON U
MHGOPMALMOHHOWM YacTu, NpoLeaypbl BOCCTAHOB/IEHMA.

MesKceTeBble 3KpaHbl, KOTOpble o0b6ecneynmBaloT BbINOJHEHWE YKA3aHHbIX Bbie QYHKUUN,
NPUMEHSIOTCA B pacnpenenieHHbIX MHGOPMAUMOHHbIX cucTemax 2 U 1 KNaccoB Npu UX pasgefieHnn Ha
OTAENbHble YaCTW.

Mpwu pasgeneHnn MHGOPMALMOHHOMN CUCTEMDBI NMPU NMOMOLLM MEKCETEBbIX 9KPAHOB Ha OTAE/IbHble
YacTM CUCTEMbI A/1A YKa3aHHbIX YacTel CUCTEMbI MOKET YCTaHaBNMBaTbCA Boee HU3KMIA Knace, Yem s
MHPOPMALNOHHOMN CUCTEMbI B LLESIOM.

3. Metogbl M cnocobbl 3aWuTbl MHGOPMAUMM OT HECAHKUMOHWMPOBAHHOMO A[0CTYNa,
obecneunBaolme GyHKLMM yNpaBAeHUs 4OCTYNOM, PErMCTpaLMm U yyeTa, obecneveHnn uenoCTHOCTM U
6€30MacHOro MeXKCceTeBoro B3auMoAencTBUS a1 MHPOPMALLMOHHBIX CUCTEM 2 Knacca.

3.1. Ana MHOOPMALMOHHbBIX CUCTEM 2 Knacca Mpu OAHOMO/b30BATE/NbCKOM pexume obpaboTku
NepCoHaNbHbIX NPUMEHSAIOTCA BCE METOAbI U cnocobbl 3aLWMTbl MHPOPMALMM OT HECAHKLLMOHUPOBAHHOTIO
[0CTyna, COOTBeTCTByHOLWME MHOOPMALMOHHbIM cMcTeMaM 3 Kjaacca Npu OA4HOMNOJ/1b30BATE/IbCKOM
pernme 06paboTKu.

3.2. 0na MHGOPMAUMOHHBIX CUCTEM 2 Knacca Npu MHOTOMNO/1b30BaTe/IbCKOM perkmMme 06paboTku
NepCcoHaNbHbIX AAHHbIX M PaBHbIX NpPaBax AOCTyMNa K HUM No/b30BaTenel NPUMEHATCA BCe METOAbl U
cnocobbl  3awmTbl  MHGOpPMALMM  OT  HECAHKUMOHWPOBAHHOrO  AOCTyna, COOTBETCTByHOLLME
MHOPMALMOHHBIM  cMCTeMam 3 Knacca MpuM  MHOFOMNO/Ib30BATENbCKOM  pexume 06paboTku
NepCoOHaNbHbIX AaHHbIX M PaBHbIX NPaBax AOCTYNa K HUM NoJsib3oBaTenei.

3.3. 0na MHGOPMAUMOHHBIX CUCTEM 2 Knacca Npu MHOTOMNO/Ib30BaTEIbCKOM pexkume 06paboTku
NepPCOHANbHbIX AAHHbIX U Pa3HbIX NpaBax 4OCTyNa K HUM MONAb30BaTENeN peanusyoTca Bce MeToabl U
cnocobbl  3awmTbl  MHGOpPMALMM  OT  HECAHKUMOHWPOBAHHOrO  AOCTyna, COOTBETCTBYHOLLME
MHOOPMALMOHHBbIM  cMCTeMamM 3 Knacca Mpuv  MHOTFOMO/b30BATE/IbCKOM  pexnme 06paboTku
NepPCOHaNbHbIX AaHHbIX M Pa3HbIX NpaBax 4OCTyMNa K HUM NONb30BaTeNEN.

3.4. be3sonacHoe mexKceTeBoe B3ammogaeincTene ana MHGOPMALMOHHBIX CUCTEM 2 Kaacca Mpu MX
NOAKNOYEHUN K CETAM MEXKAYHAPOAHOro MHGOPMAUMOHHOIO 0bMeHa A0CTUraeTca NyTem NpUMeHeHun



CPEeACTB MEKCEeTEBOIo SKPAaHUPOBAHMSA, KOTOpble 0becneynBatoT:

bUNbTPaAUMIO Ha CEeTeBOM YPOBHE HE3aBUCMMO A1 Ka4oro CeTeBOro naketa (peweHue o
dUNbTPALMM NPUHMMAETCA Ha OCHOBE CETEBbIX afpecoB OTMPABUTENA M MOAy4YaTeNa UAM Ha OCHOBe
OPYTUX SKBUBAIEHTHbIX aTPUBYTOB);

bUNbTPAUMIO MaKeTOB C/YXKEDOHbIX MPOTOKOJIOB, CAYMKAWMX ANA AMArHOCTUKM W yhpasieHusA
paboToit ceTeBbIX YCTPOICTB;

dunbTpaUmMIo C y4eTOM BXOAHOTO W BbIXOAHOFO CETEBOro MHTepdelica Kak cpeacTBa MPOBEPKU
NoA/IMHHOCTU CETEBbIX a4 PECOoB;

dUAbTPaUMIO C y4eTOM NtoBbIX 3HAYMMBbIX NOJIEN CETEBbIX MAKETOB;

perucTpaumio U ydyet GUAbTPYEMbIX MAKETOB (B MapameTpbl Perncrpaumy BKAOYAKOTCA agpec,
BpeMA 1 pe3ynbTaT GpuabTpaumnm);

NAEHTUOMKALMIO N ayTEHTUUKALMIO aMUHUCTPATOPA MEXKCETEBOrO 3KPaHa NPM ero J0KaNbHbIX
3anpocax Ha AOoCTyn No naeHTUOUKaTopy (Koay) M Naposto YC10BHO-NOCTOAHHOTO AEeNCTBUA;

perucTpaumio Bxona (BbixoAa) afAMUHUCTPATOPA MEMKCETEBOIO 3KpaHa B CUCTEMY (M3 CUMCTEMbI)
nMbo 3arpyskn M MHUUMAAU3ALMM CUCTEMDBI M ee MPOrpamMmMHOro OCTaHOBa (perncrpaumsa Bbixoga M3
CUCTEMbI HE NPOBOANUTCA B MOMEHTbI anmnapaTypHOro OTKAOUYEHUA MEXKCETEBOIO 3KPaHa);

perucTpaumio 3anycka nporpamm u npoLeccos (3agaHui, 3a4a4);

KOHTPO/1b LLeNOCTHOCTM CBOEM NPOrPaMMHON U MHGOPMALNOHHOM YacTy;

BOCCTAHOB/IEHME CBOMCTB MEMKCETEBOIO 3KpaHa nocse cboeB M 0TKA30B 060pyA0BaAHUS;

pernameHTHoe TeCTUPOBaHME peanm3aumm npasmn GuabTpaLUK, NpoLLecca PermcTpaumn, npowecca
NOEHTUOMKAUUU M ayTeHTUOUKALUMM aiMMHUCTPATOPaA MEXKCETEBOrO 3KpaHa, Mpouecca perncrpauuu
OEeVCTBUI aAMUHUCTPATOPaA MEMKCETEBOMO 3KPaHa, NPoL,Ecca KOHTPO/IA 3a Le/IOCTHOCTbIO MPOrpammHoi
n MHPOPMALMOHHOM YacTu, Npoueaypbl BOCCTaHOB/IEHUS.

4. MeTtoabl ¥ cnocobbl 3awmTbl  MHOOPMALMM OT HECAHKUMOHMPOBAHHONO A0CTyNa,
obecneunBaolme GyHKLMM yNpaBaeHUs 4OCTYMOM, PermcTpaLmm 1 yyeta, obecnedyeHmns uenocTHOCTU U
6€30MacHOro MeXKceTeBoro B3auMoaencTeuns gnsa MHPopmaLmMoHHbIX cuctem 1 Knacca.

4.1. Ana vHPopMaLMOHHbIX cuctem 1 Knacca npy ofHOMO/b30BATE/NILCKOM pexnume ob6paboTku
NepPCoHaNbHbIX ZAaHHbIX NPUMEHSAIOTCA CAeayloWue OCHOBHbIE METOAbI M CMOCObbI 3aWUTbl MHGOPMaLMK:

a) ynpasaeHue AOCTYMNOM:

naeHTMOMKauMsa 1M NpoBepKa NOAJMHHOCTM NO/b30BaTeNs NpU BXOo4e B CUCTEMY MO Maposto
YCNIOBHO-NOCTOAHHOIO AEeNCTBUA AMHOM He MeHee LWecTh ByKBEHHO-LMPPOBbLIX CUMBOOB;

6) perucrtpaums u yyer:

pervcTpaums Bxoda (Bbixoga) nosib3oBaTena B cMcTemMy (M3 cucTemsbl) MO0 perncTpaums 3arpysku
MU MHULMANU3ALMM OMNEPALMOHHOMN CUCTEMBI M €e MPOrPamMMHOro OCTaHoBa. Pernctpauma Bbixogda u3
CUCTEMbI MM OCTAHOBA He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKAOYEHUA MHOOPMALMOHHOM
cuctembl. B napameTtpax perncrpaumm yKasblBatoTcA Aata M Bpemsa BXoaa (Bbixoaa) nosib3oBaTens B
cuctemy (M3 cucTembl) MAKM 3arpyskM (OCTaHOBA) CUCTEMbI, pe3ynbTaT NOMbITKM BXoAa (ycnewHas wau
HeycnewHas);

perucTpaums BblgauM MeyaTHbIX (rpaduyuecknx) L[OKYMEHTOB HA OymMakHbli HocuTenb. B
napameTpax permcTpaumy yKasblBaloTca AaTa M Bpemsa Bblgauun (obpalleHus K noacucteme BbiBOAA),
KpaTKoe cofeprkaHuve AOKYMeHTa (HauMeHoBaHMWe, BWA, KoA), cneundukauus ycTpoMCTBA Bblaauwu
(nornuyeckoe nmaA (Homep) BHELWHEro YCTPONCTBA);

yyeT BCex 3alMliaembiXx HocUTenel MHPOPMALMKM C MOMOLLBIO UX MAPKUMPOBKM U 3aHeceHue
YYETHbIX AAHHbIX B XXYPHan yyeTa;

Ayb6nmpylowmii yyeT 3almaemblx HocuTtenel nHbopmauuny;

ounctka (obHyneHune, obesnnumBaHue) ocBoboXaaembix obnacten onepaTMBHOW NamMATU
MHGOPMALMOHHOW CUCTEMbI U BHELLHWX HOCUTeNel nHdopmaumu;

B) obecneyeHne LLENIOCTHOCTU:

obecneyeHne LENOCTHOCTM MPOTrPaMMHbBIX CPEACTB CUCTEMbI 3aLWMTbl MEPCOHANbHbIX AAHHBIX,
obpabaTbiBaemon MHGOPMaALMK, @ TaKKe HEM3IMEHHOCTb NPOrpammHomn cpeabl. Mpn 3TOM LENOCTHOCTb
NPOrpamMMmHbIX CPeACTB NPOBepsAeTcA MpPU 3arpyske CUCTEMbl MO HaAMYUIO UMeH (naeHTudMKaTopoB)
KOMMOHEHTOB CpeacTB 3aWmTbl MHOPMALUKM, @ LENOCTHOCTb NPOorpamMmmMHoOi cpegbl obecneymBaeTcs
OTCYTCTBMEM B MHPOPMALLMOHHOW CUCTEME CPeacTB Pa3paboTKM M OTAALKM NPOrpPamMm;

dM3nyecKkan oxpaHa TEXHUYECKUX cpencTB MHPOPMALMOHHBIX cUcTeM (YCTPOICTB M HocUTenei



nHbopmauum), NnpeaycmaTpuBatoLlan NoCTOAHHOE Ha/IMuMe OXpaHbl TEPPUTOPUM U 30aHUS;

nepuoanyeckoe TecTupoBaHmne GyHKLUIA CUCTEMBbI 3aLLMTbI MEPCOHAbHbIX AaHHbIX MPU U3MEHEHWUN
NPOrpamMmMHON cpedbpl M Nosb3oBaTenem WMHPOPMALMOHHOM CUCTEMBI C MOMOLLbIO TECT-MPOrpamm,
UMUTUPYHIOLLMX NOMbITKM HECAHKLMOHMPOBAHHOTO 40CTYNa;

HanuuMe  cpeacTs BOCCTAHOB/IEHUSA cucTembl 3aLWmThI NMepCoHaNbHbIX  JaHHbIX,
npeaycmaTpuBaloWnX BegeHne ABYX KOMUI NPOrpaMmMHbIX KOMMOHEHTOB CPeACTB 3alMTbl MHGOopMaL MK,
MX nepuoamnyeckoe o6HOBAEHME U KOHTPOJIb paboTocnocobHoCTH.

4.2. Ona nHPopmauMOoHHbIX cuctem 1 Knacca Npu MHOFOMO/1Ib30BATENbCKOM pexkume 06paboTkum
NepCoHaNbHbIX AAHHbLIX M PaBHbIX MPaBax AOCTyna K HMUM MOMb30BaTesiel NPUMEHAIOTCA cleaylolme
OCHOBHble MeTOoAbl M cNOCcobbl 3aWUTbl UHGOPMALUUK:

a) ynpasaeHne A40CTynom:

naeHTMdMKauma M NpoBepKa MNOAJIMHHOCTM NO/Mb30BaTeNs MNpuM BXoAe B CUCTEMY MO
naeHtTndmKaTopy (Koay) v napoto yc0BHO-NOCTOAHHOMO AEUCTBUA A/IMHON HE MeHee LWecTU ByKBEeHHO-
UMdpPOBbIX CUMBOJIOB;

MAEHTUOMKALMA TEXHUYECKMX CPeACcTB MHOOPMALMOHHbLIX CUCTEM W KaHa/oB CBS3WU, BHELUHWUX
YCTPOMCTB MUHGOPMALMOHHBIX CUCTEM MO UX NOTUYECKMM apecam (Homepam);

MAEHTUPMKAUMA NPOrpamm, TOMOB, KaTanoros, ¢anaos, 3anucen, Nnonen sanncen No UMeHam;

6) perncrtpaums u yyer:

perncrpauus Bxoga (Bblxoaa) Nonb3oBaTens B cucteMy (M3 cuctembl) 1M60 perncTpaums 3arpysku
N MHMLUMANM3AUMKU ONEPALMOHHON CUCTEMbI U €e MPOrPamMMHOro OCTaHoBa. Perncrtpaums Bbixoaa w3
CUCTEMbI MM OCTAaHOBA He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTK/OYeHMA UHPOPMALMOHHOM
cuctembl. B napameTtpax perncrpauuu yKasblBaloTca gaTta M Bpemsa BXxoaa (Bbixoaa) nosib3oBaTens B
cuctemy (U3 cucTembl) MAK 3arpy3kmn (ocTaHOBa) CMCTEMbI, pe3yabTaT MOMbITKM BXxoda (ycnewHaa uau
HeycnewHas), naeHTMdukaTop (Koa wan damunamns) nosnb3oBaTens, NpeabsaBEeHHbIA MNP NOMbITKe
[0CTyna;

perucTpaums Bblgaun nedyaTHbIX (rpaduuecknx) LOKYMEHTOB Ha OymaxkHbli Hocutenb. B
napameTpax pernmctpauMy yKasbiBaloTca AaTa U Bpemsa Bblgauu (obpalleHus K noacucTteme BbiBoAa),
cneumMduKauma yCcTpoWcTBa Bblgayu (normyeckoe Mmsa (HOmep) BHELHEro YCTPOWCTBa), KpaTKoe
cogeprkaHne pJOKymeHTa (HaumeHoBaHue, Bug, wWudp, Kog), wUAeHTUPUKATOP NoNb3oBaTeNs,
3aMpPOCUBLLETO AOKYMEHT;

perncrpauus 3anycka (3aBeplieHuns) NporpaMmm 1 npoueccos (3agaHuiA, 3a4a4), npegHasHauYeHHbIX
Ans 06paboTKM NepcoHanbHbIX AaHHbIX. B napameTpax perMcrpalmm yKasbiBatloTca AaTa M Bpems 3anyckKa,
nms (maeHTUdMKaTop) Nporpammsl (npouecca, 3ag4aHus), M AeHTMOUKATOP NOb30BaTE A, 3aMPOCUBLLETO
nporpammy (npouecc, 3agaHue), pesynbTaT 3anycka (ycnelwHbli, HeycneLHbln);

perncrpaums NonbITOK A0CTyna NporpaMmHbIX CPeACcTB (MporpaMm, NpPoLeccos, 3a4ad, 3aaHui) K
3awmwaembiMm dpaiam. B napameTtpax perncrpaupum yKkasbiBaloTca AaTa M Bpems MonbITKM A0CTyna K
3awmuwaemomy dainy C yKasaHMem ee pesynbTaTa (ycnelwHas, HeycneuwHasa), uAaeHTUdUKATOP
nonb3oBaTtesif, cneundmkaumna 3awmuiaemoro daiina;

perncrTpaums MonbITOK A0CTyrMa MPOrpaMMHbIX CPeACTB K AONOJAHUTENbHbIM 3alipLLIaeMbIM
obbekTam pgoctyna (TepmMuHanam, TEXHMYECKMM CpeacTBam, y3/laM CeTu, NIMHUAM (KaHanam) cBa3w,
BHELWHUM YCTPOMCTBaM, Nporpammam, TOMam, KaTtasoram, damnam, 3anucam, nonsm 3sanucen). B
napameTpax pervcrpaLmm yKasblBaloTCs [aTa M BPeMs MOMbITKM JOCTYMNa K 3almuiaemomy o6beKkTy C
yKasaHMem ee pesynbTaTta (ycnewHasn, HeycnewHasn), ngeHTMduKaTop nosb3oBaTens, cneunduKkayms
3aWwmLLIaemMoro obbekTa (normyeckoe uma (Homep));

yyeT BCex 3alimuiaemblx HocuTene MHPopmMaLMyM C MOMOLLbIO MX MAPKMPOBKM U 3aHeceHue
YUYETHbIX AaHHbIX B }KypHa yyeTa c OTMETKOM 06 unx Bbigaye (npueme);

Ayb6nmpylowmii yyeT 3almiaemblx HocuTtenel nHbopmauuny;

ounctka (obHyneHune, obesnnuMBaHME) oOcCBOOOXKAaeMblx obnacte onepaTUBHOM NAMATK
MHOOPMALMOHHbBIX CUCTEM N BHELLUHUX HOcUTenel nHbopmauuu;

B) obecneyeHune LeNOCTHOCTH:

obecneyeHne LENOCTHOCTU NPOrpamMmMHbIX CPEACTB CUCTEMbI 3alUMTbl MNEPCOHANbHbIX AAHHbIX,
obpabaTbiBaemon MHGOPMaALMK, @ TaKKe HEM3IMEHHOCTb NporpammHoi cpeabl. Mpn 3TOM LENOCTHOCTb
CUCTEMbI 3allMTbl MEPCOHAa/bHbIX AAHHbIX NPOBEPSETCA MNPW 3arpy3ke CUCTEMbl MO HaNUUYUIO UMEH
(MaeHTMUKATOPOB) ee KOMMOHEHT, a Le/I0CTHOCTb NPOrpamMmmMHoOI cpeabl obecneynBaeTcs OTCYyTCTBUEM



B UHOOPMALMOHHOM cUCTEeME CpeACTB pa3paboTKM M OTNIaAKM NPOrpaMm;

duM3nyecKkan oxpaHa TEXHUYECKUX CPeacTB MHPOPMALMOHHON cUcTeMbl (YCTPOMCTB U HOcUTenei
MHbOpPMaUmK), NpeaycMmaTpMBatoLLAsA NMOCTOAHHOE HA/IMYME OXPaHbl TEPPUTOPUN U 343aHUSA;

nepuogmyeckoe TeCTMpoBaHme GyHKLUMIA CUCTEMBI 3aLLUTbI NEPCOHANbHbIX AaHHbIX NPU U3MEHEHNU
NpPOrpamMmMHON cpedpl M Nosb3oBaTenem WMHPOPMALMOHHOM CUCTEMBI C MOMOLLbIO TECT-MPOrpamm,
UMUTUPYHIOLLMX NOMbITKM HECAHKLMOHMPOBAHHOIO 40CTYNa;

Ha/inumMe  cpeacTs BOCCTAHOB/EHMUA CUCTEMBI 3aWmTbI NepPCoHanbHbIX  AaHHbIX,
npeaycMmaTpmuBaloLLMX BeAeHME ABYX KONUIA MPOrpPaMMHbIX KOMMIOHEHTOB CPeACTB 3aLLMTbl MHGOPMaLUK,
nX nepuoanyeckoe o6HOBAEHME U KOHTPOJIb paboTocnocobHoCTH.

4.3. Ana MHPOPMALMOHHbBIX cucTem 1 Kiacca NpM MHOIOMOo/ib30BaTe/IbCKOM pexknume 06paboTku
NMepcoHanbHbIX AaHHbIX WU Pa3HbIX MpaBax AOCTyMa K HUM MNoJib30BaTeNen MPUMEHAITCA cneayowme
OCHOBHbIe MeToAbl M CNocobbl 3aWUTbl HGOPMaLUUK:

a) ynpasaeHne A40CTynom:

naeHTMbMKauma M MpoBepKa MNOAJIMHHOCTM NO/Mb30BaTeNs NpuM  BXoAe B CUCTEMY MO
naeHTndmKaTopy (Koay) v naponio yC/I0BHO-NOCTOAHHOMO AEUCTBUA A/IMHON HEe MeHee WwecTu BYKBEHHO-
UMdpPOBbIX CUMBOJIOB;

naeHTUdMKauMa TEePMUHANOB, TEXHUUYECKUX CPEACTB, Y3/10B CETW, KaHaNoB CBA3W, BHELUHWUX
YCTPOMCTB MO NIOrMYECKUM UMEHAM;

MAEHTUPMKAUMA NPOrpamm, TOMOB, KaTanoros, ¢anaos, 3anncen, Nonen sanmcen No MMeHam;

KOHTPOb I0CTyNa N0/1b30BaTeNel K 3alLMLLAaEMbIM PECYPCAM B COOTBETCTBUM C MaTpULEN A0CTYNa;

6) perucTpaums u yyer:

pernctpauus Bxoa (Bbixoaa) nonb3osaTenel B cuctemy (13 cuctembl), 1M60 perncTpaLms 3arpysKu
N UHUMLMANM3ALUUN ONEPALMOHHON CUCTEMbI U ee MPOrPamMMHOro OcTaHoBa. Perncrtpaumsa Bbixoda w3
CUCTEMbBI MAN OCTAHOBA He MPOBOAWUTCA B MOMEHTbI annapaTypHOro OTKAYEHUA WMHPOPMALLMOHHOM
cuctembl. B napameTtpax perncTpauuu yKasbiBaloTca gaTa M Bpemsa BXoaa (Bbixoaa) nosib3oBaTens B
cuctemy (U3 cucTembl) MK 3arpy3kM (OCTaHOBA) CUCTEMBbI, pe3ybTaT MOMbITKM Bxoda (ycnewHas uam
HeycnewHas), naeHTMdukaTop (Koa unam damunns) nosib3oBaTens, NPeabsaBNeHHbId NpPU MNOMbITKe
[0CTyna, Kog, UAn naponb, NpeabsaBAeHHbIA NPU HeYCNeLWwHOM NoMbITKE;

perucTpaums Bblgaun MedyaTHbIX (rpaduueckmx) LOKYMEHTOB Ha OymaxkHbli Hocutenb. B
napameTpax pernmcrTpaumy yKasbiBaloTca gaTa M Bpemsa BblgauM (obpalweHua K nogcucrteme BbiBoAa),
cneunduKauma yCTPOMCTBa Bbldaunm (norMyeckoe mMma (HOmMep) BHELWHEro YCTPOWCTBA), KpaTKoe
cogepXaHue [OKymeHTa (HaMmeHoBaHMe, BMA, Wnbp, Koa), waeHTUPUKATOpP NONb30OBaTeNs,
3anNpOCUBLLIETrO AOKYMEHT;

perncrpauus 3anycka (3aBeplueHuns) nporpamm 1 npoueccos (3agaHui, 3a4a4), npeaHasHauYeHHbIX
Ans 06paboTKM NepcoHanbHbIX AaHHbIX. B napameTpax perMcrpalmm yKasbiBatloTca AaTa U Bpems 3anyckKa,
nms (maeHTUdMKaTOp) Nporpammsl (npouecca, 3a4aHus), MAeHTMOUKATOP NOb30BaTENA, 3aMPOCUBLLETO
nporpammy (npouecc, 3agaHue), pesynbTaT 3anycka (ycnelHbli, HeycneLHbln);

perncrpaums NoNbITOK A0CTyna NporpaMmHbIX CPeACcTB (MporpaMm, NpPoLeccos, 3a4ad, 3ajaHui) K
3awmuaembim daiiam. B napameTtpax perncrpaumm yKkasbiBaloTca AaTa M Bpems MonbITKM AocTyna K
3awmuwaemomy dany Cc yKasaHMem ee pesynbTaTa (ycnewHas, HeycnewHasa), uaeHTUDMKaTOP
nosib3oBaTens, cneunduKkauma sawmwaemoro paiina;

perncTpaumsa MonbITOK AOCTyrMa MPOrpaMMHbIX CPeAcTB K AOMNOAHUTE/NIbHbIM  3alupLLLaEMbIM
obbeKkTam AocTyna (TepmuHanam, TeXHUYECKMM CpeacTBam, y3nam CeTu, AMHMAM (KaHanam) cBAsw,
BHELIHMM YCTPOICTBaM, Mporpammam, TOMaMm, KaTanoram, daiinam, 3anucam, nonasam 3sanuceit). B
napameTpax pervcTpaLmm yKasblBaloTCs [aTa M BPeMS MOMbITKM JOCTYNa K 3almuiaemomy o06beKkTy C
YyKasaHMem ee pesynbTaTta (ycnewHas, HeycnewHasn), uaeHTMPuUKaTop nosbsosaTtens, cneumdukauma
3aWwmLLLIaemMoro obbekTa (normyeckoe uma (Homep));

yyeT BcCex 3alimuiaemblx HocuTenen MHPopmaLMym C NMOMOLLbIO MX MAPKUMPOBKM U 3aHECeHue
YUYETHbIX AaHHbIX B }KypHan yyeTa c OTMETKOM 06 X Bbligauye (npueme);

ounctka (obHyneHne, obesnnumeaHMe) ocCBOOOXKAaemMbix obnacte onepaTUBHOM NaMATU
MHPOPMALMOHHOM CUCTEMBI U BHELLHUX HAaKoNUTeneun;

B) obecneyeHune LeNOCTHOCTH:

obecneyeHne LENOCTHOCTM NPOrpamMmMHbIX CPEACTB CUCTEMbI 3alUMTbl MEPCOHANbHbIX AAHHbIX,
obpabaTbiBaemon MHGOPMaALMK, @ TaKKe HEU3IMEHHOCTb NPOrpammHoMn cpedpl. Mpn 3TOM LLEeNOCTHOCTb



CUCTEMDbI 3aLLMTbI MEPCOHANbHbIX AaHHbIX MPOBEPAETCS MPU 3arpy3Ke CUCTEMbI MO KOHTPO/IbHbIM CYMMaM
KOMMNOHEHTOB CUCTEMbI 3aLLUTBI, A LLeJIOCTHOCTb NPOrPamMmMHOIM cpeabl obecneymBaeTca MCNONb30BaHMEM
TPAHCAATOPOB C A3bIKOB BbICOKOIO YPOBHA M OTCYTCTBMEM CPeAcTB MOAMPUKauMM OBBEKTHOrO Kopa
nporpamm B npouecce 06paboTku U (M) XpaHEeHUS NePCOHANbHbIX AaHHbIX;

duM3nyecKkan oxpaHa TEXHUYECKUX CPpeacTB MHGOPMALMOHHON cucTembl (YCTPOMCTB M HOcUTENEN
MHbOPMaUMK), NpesycCMaTPUBAIOLWLAA KOHTPOJIb AO0CTYNa B MOMELLEHUA MOCTOPOHHUX /UL, Haauuue
HAaZEXHbIX MPENATCTBUN ANA HECAHKUMOHMPOBAHHOIO NMPOHMKHOBEHMA B MOMELLEHMA U XPaHUAMLLE
HocuTenen nHbopmauuu;

nepuoamyeckoe TecTupoBaHue GYHKLMIA CUCTEMbI 3aLLUTbI NEPCOHA/bHbBIX AaHHbIX NPU U3MEHEHUU
NpPOrpamMmMHON cpedbl M Nosb3oBaTenem WMHPOPMALMOHHOM CUCTEMbBI C MOMOLLbIO TECT-MPOrpamm,
UMUTUPYHIOLLMX NOMNbITKM HECAHKLMOHMPOBAHHOTO A0CTYN3;

HannMuMe  CpPeacTB  BOCCTAHOB/EHMA CUCTEMbBI  3aLUUTBI NMepCoHasbHbIX  AAHHbIX,
npeaycmaTpuBaloWmnX BeaeHNe ABYX KOMUI MPOrpamMmmMHbIX KOMMOHEHTOB CPeACTB 3almTbl MHGOPMaLMK,
Ux nepnoamnyeckoe ob6HoOBEHME N KOHTPOb PaboTOoCNOCOBHOCTH.

4.4, be3onacHoe MeXceTeBoe B3ammogencTene ana MHGOPMaLMOHHbIX cuctem 1 Knacca npu mx
NOAKNOYEHUN K CETAM MEXKAYHAPOAHOrO MHGOPMAUMOHHOIO 0O6MeHa AOCTUrAETCA NyTEM NPUMEHEHMA
CPeLCTB MEXKCETEBOIO SKPAHUPOBAHMA, KOTOPble 06eCNeYnBaOT BbINONHEHWNE CleayoWmX GYHKLNIA:

bUNbTPaUMIO Ha CEeTeBOM YPOBHE A/1A KaXAoro CeTeBOro MakeTa He3aBMCMMO (pelleHue o
dUNbTPaALMM NPUHMMAETCA Ha OCHOBE CETEBbIX afpPecoB OTMPABUTENA M MOAYyYaTENA UM HA OCHOBE
OPYTMX SKBUBANEHTHbIX aTPUBYTOB);

OUAbTPAUMIO NAKETOB CAYXKebOHbIX NPOTOKONO0B, CAYXKALMX AN AMArHOCTUKM W yrnpaBieHuA
paboToit ceTeBbIX YCTPOICTB;

dUNbTPaUMIO C YYETOM BXOAHOIO W BbIXOAHOTO CETEBOro MHTepdelica Kak CpeacTBa MPOBEPKU
NoA/IMHHOCTU CeTEeBbIX a4PECOB;

bUNbTPaUMIo € y4eToM Nt06bIX 3HAUYMMBbIX NOJIEN CETEBLIX NMAKETOB;

dUAbTPAUMIO HA TPAHCNOPTHOM YPOBHE 3aMPOCOB Ha YCTaHOB/EHWE BUPTYasbHbIX COEAMHEHUN C
YY4ETOM TPAHCMOPTHbIX a4 PEeCcoB OTNPABUTENA U NOSIyYaTens;

dUAbTPAUMIO Ha NPUKNALHOM YPOBHE 3aNpPOCOB K NPUKAALHbIM CEPBMCAM C Y4ETOM MPUKAALHbIX
aApecoB OTNpaBuTeNA U NoayYaTens;

dUAbTPALMIO C YH4ETOM AaTbl MU BPEMEHMY;

AYTEHTUOUKALMIO BXOAAWMX N UCXOAALLMX 3aMPOCOB METOLAMM, YCTONYMBBIMU K NMACCUBHOMY U
(M) aKTMBHOMY NPOCAYLIMBAHUIO CETH;

perucTpaumio U ydyet GUAbTPYEMbIX MAKETOB (B MapameTpbl PerncTpaumu BKAKOYAKOTCA afpec,
Bpemsa 1 pesynbTaT GpuabTpaumm);

PErMcTPaLMIo U YYET 3anpocoB Ha YCTAaHOB/IEHWE BUPTYaA/IbHbIX COEANHEHNN;

NIOKa/IbHYIO CMTHA/IM3aLLMI0 NOMNbITOK HapyLeHUa Npasua GUAbTpaLmMK;

NAeHTUOMKaALMIO N ayTeHTUUKALMIO aMUHUCTPATOPA MEXKCETEBOrO 3KPaHa NPM ero 0KaabHbIX
3anpocax Ha AocTyn no naeHTuduKaTopy (Kogy) M Napoto yC10BHO-NOCTOAHHOTO AeNCTBUSA;

npefoTBpalieHne  [ocTyna HeuaeHTUPUUMPOBAHHOrO MOAb30BATENA MM MOJIb30BaTeNs,
NOA/IMHHOCTb MAEHTUPUKALMM KOTOPOTO NPU ayTEHTUGUKALMKM He NOATBEPANNACD;

NAEHTUOMKALMIO U ayTEeHTUDUKALMIO aAMUHUCTPATOPA MEKCETEBOIO 3KpPaHa NpW ero yaaneHHbIX
3anpocax MeToAamm, yCTOMYMBLIMU K MAaCCMBHOMY M aKTMBHOMY NepexBaTy MHGopmMaLLuu;

perucTpaumio BxoZa (BbiIxoda) aAMUHUCTPATOPA MEKCETEBOrO 3KpaHa B cucTemy (M3 cucTembl)
n1Mbo 3arpysku M MHULMAAU3ALMU CUCTEMbBI U ee MPOrpamMmMHOro OCTaHOBa (perncrpauumsa Bbixoga M3
CUCTEMbI He NPOBOANUTCA B MOMEHTbI annapaTypHOro OTK/IIOYEHUS MEKCETEBOIO 3KPaHa);

perucTpaumio 3anycka nporpamm 1 npoLeccos (3agaHui, 3aga4);

perucTpaumio  OencTBMA aAMUHUCTPATOPA MEXKCETEBOrO 3KpaHa MO W3MEHEeHWUI0 NpaBwu
dunbTpaymm;

BO3MOHOCTb AUCTAHLMOHHOTO YNpPaBAeHNA CBOMMMU KOMMOHEHTAMM, B TOM YMCe BOSMOXKHOCTb
KOHOUIypupoBaHUa GUALTPOB, MPOBEPKM B3aMMHOWM COFM1AaCOBAaHHOCTM Bcex ¢WUAbTPOB, aHaAM3a
perncTpaunmoHHo MHpopmaumu;

KOHTPO/1b LLe/IOCTHOCTM CBOEM NPOrpamMmmHON U MHGOPMALLMOHHOM YacTu;

KOHTPONb LENOCTHOCTU MPOrpammMHoOi M MHOOPMALMOHHOM 4YacTU MeXKCEeTeBOro 3KpaHa no
KOHTPO/IbHbIM CYMMaMm;



BOCCTaHOB/IEHWE CBOWCTB MEXKCETEBOro 3KpaHa nocae cboes U 0TKa30B 060pyA0BaHUS;

pernameHTHOe TeCTMpOBaHMe peanm3aummn npasua GuabTpaLmnm, NpoLecca perncTpaumm, npouecca
naeHTMdMKaumm u ayteHTMdMKauMmM 3anpocos, npouecca wuaeHTUIUKauMM U ayTeHTUDMKaUUK
aaMMHUCTPATOPA MEXCeTeBOro 3KpaHa, npouecca perucrtpauum AencTBUA  agMUHUCTPaTOpa
MEXKCEeTEeBOro 3KpaHa, Npouecca KOHTPO/1A 3a UEeNOCTHOCTbIO MPOrpaMMHON U MHPOPMALMOHHOM YacTK,
npoueaypbl BOCCTAaHOBAEHUA.

5. AHanu3 3aWMLEHHOCTM NpoBOAMTCA ANA pacnpedesieHHblX WHGOPMAUMOHHbBIX CUCTEM W
MHPOPMALMOHHbBIX CUCTEM, MOAKAOYEHHbIX K CETAM MeXAyHapoaHOro MHGOPMaLMOHHOIO obmeHa,
nyTem WCNonb30BaHMA B cOcCTaBe MHPOPMALMOHHOMW CUCTEMbBI MPOrPaMMHbLIX WAM MPOrpPamMmMHO-
annapaTHbIX CPeAcTB (CUCTeM) aHaNn3a 3alULLLEeHHOCTHU.

CpeacTBa (cMcTembl) aHanM3a 3alMLLEHHOCTU AOJIKHbI 06ecneynBaTb BO3MOMKHOCTb BbISIBJEHUS
YS3BUMOCTEMN, CBA3AHHbIX C OWMOKamMM B KOHPUIypauumn nporpaMmmHoro obecneyeHmsa MHGopmaLMoHHOM
CUCTEMBI, KOTOPbIE MOTYT BbITb MCMONb30BaHbl HAPYLIMTENEM A5 Peann3aLmnmn aTakm Ha cUcTemy.

6. O6bHapyKeHWe BTOPKEHUIN NPOBOANTCA ANA MHOOPMALMOHHBIX CUCTEM, MOAKNHOUYEHHbBIX K CETAM
MeXKAYHapoAHOro MHbOPMALMOHHOrO 0bMeHa, NMyTEM MCMO/Ib30BaHUA B COCTaBe MHPOPMALMOHHOM
CUCTEMBbI NPOrPaMMHbIX MW MPOrPaMMHO-anMnapaTHbIX CPeacTB (CUCTem) 0bHapYKEHNUS BTOPIKEHUN.

7. Ana nHbopMaUMOHHbBIX cucTem 1 Knacca NpUMMeEHsieTca NporpaMmMHoe obecrneyeHue cpeacts
3aWmThl MHGOpPMAUMKM, COOTBETCTBYlOWEEe 4 YPOBHIO KOHTPOAA OTCYTCTBUA HeAeKNapupoBaHHbIX
BO3MOXHOCTEN.




